Upload FortiAnalyzer to EVE-NG:

Open WinSCP, once you connected to WinSCP type the IP address of EVE-NG in host name
choose the File Protocol: SFTP, Port number: 22, User names: root and Password: eve.

= — e 201 F== D = =
By Login — >
= Mew ~
L New Site Session
B root@192.168.17.128 File protocol;
SFTP e
Host name: Port number:
|192. 168.17.128 | | 27l |
User name: Password:
|rnnt | |---| |
Save - Advanced... IV
Tools - Manage - Login hd Close Help

The column on the left represent file on local machine and the column on the right represent
files and folder on remote machine.

B EVE - root@192.168.17.128 - WinSCP - ]
Local Mark Files Commands Session Options Remote Help
IE % E Synchronize | Bl g? @ {:ﬁ @ Queue ~ Transfer Settings Default = L@ @
= root@192.168.17.128 X G New Session
= D: DATA ~E-E - EEOf %S root =Rk B @& D FindFiles |t
£ New ~ 5 New =
JAEVEY I Local Machine froot/ I Remote Machine
Name 7 Size Type Mame Size Changed Rights Owner
Parent directo| | £ .. 10/18/2019 11:31:06 AM T =X =X root
viosl2-adventerprisek®-m.03.2017 File folder
paloalto-8.0.0 File folder
FortiGate-VME4-KVM v6.0.3 File folder
Fortigate File folder
EVE-Working-Ready File folder
asav-971-001 File folder
asa-915-k8 File folder
_'] L2-ADVIPSERVICESKI-MS HIGH_IROM_20160628.bin 102579 KB BIN File
_'] L2-adventerprise-13.1b.bin 65,045KB  BIN File
_1 i86bi-linux-12-adventerprisek-13.2d.bin 102,575 KB BIN File
EEVE-NG-Win-CIient-Pack.exe 95,888 KB Application
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Go to the path opt->unetlab->addons->gemu on the remote machine.

& gemu - root@192.168.17.128 - WinSCP

Local Mark Files Commands Session Options Remote Help

[F] 3 E3 Synchronize Bl & [F - S Queue -

& root@192.168.17.128 X [ Mew Session

Transfer Settings Default

& -

=D - E-F- - BEEQ & 5 gemu -E-F - B8 @& D FindFiles T
» » ﬁ' MNew -

DA\EVE\ /opt/unetlab/addons/qemu/ |  Path to enter

Marne N Marne - Changed Rights Qwner

. 6/9/2018 10:51:25 AM PWKF-XF-X root
vios|2-adventerprisek8-m.03.2017 asa-913-16-k8-CL-L 10/18/2019 9:01:20 AM PWKF-XT-X root
paloalto-8.0.0 asav-971-001 10/18/2019 9:01:10 AM PWKF-XT-X root
FortiGate-VMB4-KWVM v6.0.3 asav-992-100 10/18/2019 9:00:5% AM PWKF-XF-X root
Fortigate asav-9101-100 10/18/2019 9:00:46 AM PWKF-XT-X root
EVE-Working-Ready coeus-10-1-3-039-5000V 10/18/2019 9:34:29 AM PWKF-XT-X root
asav-971-001 csr1000v-universalkd.03.17.04.5.156-1.54 10/18/2019 9:00:11 AM PWKF-XF-X root
asa-915-k8 cucm-11.5.1 10/18/2019 12:28:48 PM MWK T=XT=X root

D L2-ADVIPSERVICESKS-MS.HIGH_IROMN_20160628.bin nxosvik-Cisco 10/18/2019 8:57:56 AM PWHT=X =X root

D L2-adventerprise-15.1b.bin vwlc-8.7.102 10/18/20199:31:33 AM MWK T=XT=X root

D i86bi-linux-12-adventerprisek-15.2d.bin win-7-x86-IPCC 10/18/2019 9:30:41 AM MWK T=XT=X root

ﬁ!EVE-NG-Win-CIient-Pack.exe winserver-52008-R2-x64d 10/18/20199:27:31 AM MWK T=XT=X root

D c7200-advsecuritykd-mz. 150-1.M.bin xrv-k9-6.0.1 10/18/2019 8:58:12 AM MWK T=XT=X root

Download FortiAnalyzer KVM image from Fortinet support website below link
https://support.fortinet.com/Download/VMImages.aspx

Select Product

FortiAnalyzer v

Select Platform

KVM v

File Information

Upgrade from
previous version of
FortiAnalyzer for KVM

Checksum

(SHA-512)

FAZ_VMe4_KVM-
v7.2.1-build1215-
FORTINET.out (325.34

-- Latest Version

MB)

7.2.2

7.0.6

FortiAnalyzer for KVM platform Version 7.2.1

791bbd9e2fd7683a9443011b870d63e9 (Regular)
edb1dc4344b65006eff3cf905aa1bc3b2150f1db7799200d631180c7e

New deployment of
FortiAnalyzer for KVM
FAZ_VMB4_KVM-
v7.2.7-build1215-
FORTINET.out.kvm.zip
(323.2 MB)

dcdb5f746727589a4cdcf82ef1dcObd5 (Regular)
cbc3c4e4a067dd216514c4e7a%56bfdac459b3b74ae98b9ba89c7fhi
(SHA-512)

-- Earlier Versions

7.0.5

e
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Create a directory using the name: fortinet-FAZ-v7.2.1-build1215
C\Users\USER\Downloads\Compressed\ Jopt/unetlab/addons/gemu/

V

Name Create folder ? X Size Changed

: 5/25/2022 10:43:11 AM
ey Tlder nome: 5/29/2022 9:20:19 AM
5/20/2022 9:19:18 AM

gemu-img-win-x64-2_3_0

|furtinet-FAZ-V?.Z.l-buwIdlZlS

Learning_Proxy_with_Fortinet_FortiProxy_{

Fortinet Visio Stencil Attributes 10/25/2022 7:52:05 PM
FortiAnalyzer_7.0_Study_Guide Set permissions 5/29/2022 9:18:10 AM
FireAssistant-v1.8 owner [V]R [“]w [“]x [~]Setum 5/29/2022 9:43:20 AM
F5SWAFTraining Group R [w [Fx Set GID 5/29/2022 9:16:11 AM
F5-201 Exam - Sept 2022 Others [V][R [Zlw []x [ Sticky bit 9/28/2022 10:55:36 AM
| Learning_Proxy_with_Fortinet_FortiProxy._{ Octal: 8/5/2022 11:41:52 AM
| icons.tar.gz 10/25/2022 5:37:13 PM
| FortiWeb_6.4_Study_Guide.rar Use same settings next time 10/23/2022 9:04:53 AM
| FireAssistant-v1.8.rar 5/29/2022 10:17:24 AM
| FireAssistant-v1.7.rar Lz 2 5/29/2022 10:11:03 AM

Copy the file downloaded from Fortinet support website to folder FAZ VM64 KVM-v7.2.1-
build1215 rename faz.qcow2>> virtioa.qcow2 the name must be: virtioa.qgcow?2

C\Users\USER\Downloads'\ fopt/unetlab/addons/gemu/fortinet-FAZ-v7.2.1-build 1215/
MName 7 Mame : Size Changed
£ . £ . 3/4/2023 1:09:18 PM

Video Jvirtioaqeow?| 332,648 KB 8/9/2022 8:12:29 PM
titles

From the EVE CLI, go to newly created image folder.
cd /opt/unetlab/addons/qgemu/fortinet-FAZ-v7.2.1-build1215/

@ root@eve-ng: fopt/unetlab/addons/gemu/fortinet-FAZ-v7.2.1-build1215 — O x

Create second HDD 100Gb drive virtiob.qcow?2
/opt/gemu/bin/gemu-img create -f gcow2 virtiob.qcow2 100G

@ root@eve-ng: fopt/unetlab/addons/gemu/fortinet-FAZ-v7.2.1-build1215 — O *
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When you go back to the same folder now another HDD has been created.

CA\Users\USER\Downloads', Jopt/unetlab/addons/gemu/fortinet-FAZ-v7.2.1-build 1215/

MName v Name Size Changed Rights Owner

. 3/4/2023 1.0918 PM TWXT-Xr-X root
Video 332648 KB 8/9/2022 8:12:29 PM W-r--r-- root
titles 194 KB 3/4/2023 1:12:00 PM W-r--r-- root
Programs

Save the configuration by fixing the permissions using the following command on EVE-NG.
Jopt/unetlab/wrappers/unl_wrapper -a fixpermissions

Open the EVE-NG in the browser then ‘Add an Object’ and select the Node. Increase the RAM.
ADD A NEW NODE

Template (J Show unprovisioned templates

Fortinet FortiGate v
Number of nodes to add Image

1 fortinet-FAZ-v7.2.1-build1215 v
Name/prefix

FAZ -1
Ilcon

B Forti_Server.png a
uuiD

CPU Limit

CPU RAM (MB) Ethernets

1 16384 4
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Add an object’ and select the Network make Type Management(Cloud0) and press Save button.

A C Y @ Notsecure |[192.168.17.128/legacy/ |

Add a new object
ADD A NEW NETWORK

B \ode

« Network

_ Number of 1 H
Ll Picture networks to add
O Custom Shape
Name/Prefix Net
A Text \ !

i1 Auto Align Type Management(Cloud0) -

Left 886
Top 244
Right Click Add a new object
Network Choose Type: SV Cancel

Management(Cloud0) and press Save

A

Net

config system interface
edit portl

setip 192.168.114.215 255.255.255.0
end

config system route

edit 1

set device portl

set dst 0.0.0.0/0

set gateway 192.168.114.2
end

config system dns

set primary 8.8.8.8

end

Type the Management IP address in the browser to open Fortinet FortiAnalyzer.
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